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Approx. Impact: ~30,000 client
 records exposed

Approx. Impact:  Details of
data/size, not disclosed

Approx. Impact: <150,000
accounts with full DOB exposed

Canada’s Biggest
Cyber Headlines 

2025
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Approx. Impact: 1.2 million
 records exposed.

Approx. Impact:  Details of
data/size, not disclosed

                     Corporate cyberattack

Approx. Impact: Undisclosed
(email + phone data)

What Happened: Attackers accessed passenger
data — names, birth dates, government IDs. Not
credit cards, but still serious. A single weak
authentication path exposed millions.

Large-scale data breach

What Happened: An attack disrupted operations
and raised questions about data exposure.
Gaming platforms hold valuable behavioural data,
making them appealing targets even without big
numbers.
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Third-party software compromise

What Happened: A vendor tool exposed client
info, including SINs, for a small portion of users. It
pushed everyone to rethink how many external
apps quietly touch their environment.

What Happened: A flaw in a third-party MFA
service exposed emails and phone numbers tied
to federal accounts. Seemingly small data, but
perfect fuel for targeted phishing.

 Third-party authentication exposure

 Regulatory system compromise

What Happened: A threat affected registration
data for financial professionals. Details stayed
scarce, which raised concern across the sector;
any disruption inside a regulator tends to shake
confidence.
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What Happened: Customer details: addresses,
emails, some full birth dates were exposed in an
older retail system. No cards leaked, but identity
data carries long-term risks.

E-commerce database breach
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